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1.   Introduction 
 
All incidents of fraud, theft or loss involving the Association’s assets shall be 
recorded in a registered maintained by the Chief Executive, on behalf of the 
Governing Board.   The register will record details of any actual, or suspected 
fraud and action taken to address the matters reported. 
 
The Association’s financial regulations set-down a robust framework of controls 
for ensuring that the Association’s finances are properly managed, monitored 
and controlled.   All control systems, especially within smaller organisations, rely 
to a degree on trust.  It is however, recognised that there is always a potential 
for fraud and the Association shall take all reasonable steps to limit the 
possibilities of fraud.  This shall include the segregation of duties where practical 
and the implementation of appropriate checking systems.  It should also be 
noted that as part of the Recruitment process all staff are required to have a 
satisfactory Basic Disclosure Scotland certificate before commencing employment 
with the Association. Certain members of staff dealing more closely with 
vulnerable adults will have a satisfactory PVG certificate at point of recruitment 
and updated every two years. 
 
This policy sets out the responsibilities for Governing Board members and staff 
and provides further guidance on internal procedures to be followed by staff 
discovering, or suspecting fraud, theft or loss of any kind.  
 
2. Examples of what can be considered Fraud 
 
As fraudulent activity has become more sophisticated over recent years, the 
following examples are things that we should be considering. Our own 
experience over recent years include some of these examples and we have 
adapted internal procedures where such attempts have occurred. 
 
Impersonation – where the fraudster will impersonate a member of staff from 
within the organisation, generally the senior officer. The fraudster will send an 
email requesting a payment be made that will appear to be a genuine request 
from that member of staff. The email or a subsequent email will provide the 
bank details that would see a transfer of funds being made to the fraudster’s 
account.  
 
The Association’s mitigation would include: 
Staff need to be vigilant with all e-mail receipts. The layout of these e-
mails  may be clearly different from the organisations’ standard e-mail 
layout and therefore can be readily identified. In other instances they 
may look very much like an internal e-mail. Payments or transfers 
should never be made on the basis of an e-mail alone. All payments 
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should only be made on receipt of an invoice or in special 
circumstances on a quotation if payment has to be made upfront. 
Payments or bank transfers should only be made after the approval of 
two senior staff members once satisfied on the genuineness of the 
request. 

 
 Mandate fraud – the fraudster will make contact and request that 
payment details for one of our suppliers or contractor organisations be 
updated. A failure to have sufficient checks in place to ensure that the 
request is genuine will see the payment being forwarded to the fraudster’s 
bank account. Recovery of money in these circumstances can be difficult.  
 

The Association’s mitigation would include: 
Corporate Services staff should always confirm these new details with 
a staff member independently from those detailed on the mandate. 
Contact with the supplier should be sought from current contact 
details. Confirmation of the bank details should be sought and where 
possible detailed on company headed paper  and signed by a company 
director or proprietor. 
 
Fraudulent Cheques – This will see a false cheque drawn on our Bank account 
being presented at a high street clearing bank. The false cheque could either 
have been created by the fraudster, be as a result of a cheque book that was 
issued by the bank to the Association being intercepted, or it could be a genuine 
cheque but with a signatory who lacks the authority to sign cheques.  
 
The Association’s mitigation would include: 
Funds are only held in the current account to cover the cost of 
imminent payments in order that there are not sufficient funds for 
fraudsters to draw on. 
The Association cannot control cheques that the bank erroneously 
processes but these costs should be refunded by the Bank. 
 
Overcharging by a Contractor – this fraud occurs when a contractor issues 
an invoice for work that has not yet been completed. There is a greater risk of 
this occurring where milestone agreements are in place that determine when 
payments should be made.  
 
The Association’s mitigation would include: 
For payments relating to work where payment has to be made after 
agreed milestone then the staff member authorising the work should 
only do so after satisfying themselves that the work has been done. 
This may require inspection of the work to date or by contacting the 
tenant involved for confirmation that the job has been completed. 
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Post inspection of repairs which although cannot cover all repairs does 
demonstrate to contractors that work can be checked for completeness 
and accuracy and therefore acts as a deterrent to fraudulent claims. 
 
Tenants and owners in general will contact the office if a contractor 
has not completed reported repairs. 
  
Fraudulent claiming of expenses – this is a fraud perpetuated by a member 
of staff, which will see the fraudulent claiming of expenses not permitted by the 
Association’s policy. The risk of this is increased where there is insufficient 
segregation of duties. 
 
The Association’s mitigation would include: 
All expense claims should be signed as authorised by the staff 
member’s direct line manager who should be in a position to determine 
if the claim for mileage is justified. All other claims should be 
supported by parking costs receipts and travel receipts. Expenses 
should not be paid without the appropriate receipts. 
 
3. Responsibilities 
 
The primary responsibility for the prevention and detection of fraud rests with 
the Governing Board.  To assist in discharging its responsibilities for the 
detection of fraud, theft or loss, the Governing Board must ensure that an 
adequate system of internal controls is instituted and maintained.   
 
In addition, the internal audit process will assist the organisation to identify 
weaknesses within financial controls and this may alert the Governing Board to 
irregularities. 
 
It is the external auditor’s responsibility to plan properly, perform and evaluate 
the audit work, in order to have a reasonable expectation of detecting material 
mis-statements in the Association’s financial statements, irrespective if caused by 
fraud and/or errors. 
 
It is the responsibility of individual Board and staff members to inform the 
Governing Board of any incident where fraud, theft or loss has or is suspected of 
having occurred.   Members of staff are expected to inform the Governing Board 
through the Chief Executive of any such incident. 
 
This Policy will be explained to all new Board members and members of staff as 
part of their induction when elected or appointed. 
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Existing Board members and members of staff will be provided with a copy of 
this policy, and any sub sequent amendments thereof. 
 
3.   Reporting on Fraud, Loss or Theft 
 
Whenever a matter arises which involves, or may involve irregularities 
concerning cash, records, or any other property of the Association, or any 
suspected irregularity in the exercise of the functions of the Association, the 
Association’s Chairperson will be immediately informed.   The Chairperson, Chief 
Executive and Director of Corporate Services will take such steps considered 
necessary to investigate the irregularities, which may include contacting the 
police for further investigation. 
 
The Governing Board, either at the annual review, or if the incident is of a 
serious nature at a specially convened meeting, will receive a report on all cases 
of actual, or attempted fraud, theft or loss in order to determine, where 
appropriate, any necessary follow-up action to be taken.  Governing Board will 
also be advised of any corrective action or reviews required in terms of internal 
controls where this is deemed necessary. 
 
All members of staff have a responsibility for ensuring that any incident (either 
actual or suspected) of fraud, theft or loss of any kind involving the Association’s 
assets is reported immediately to the Chief Executive.   The following information 
should be submitted in writing to the Chief Executive in relation to any incident: 
 

 Date of incident 
 Nature of fraud 
 Name/names of individuals allegedly involved 
 Background (eg how the fraud was identified, witnessed, etc) 
 Supporting evidence/documentation 

 Value of actual or potential loss 
 
4. Regulatory expectations 
The following regulatory standards set out the Regulator’s expectations in 
relation to this area: 
 
Standard 3.1: The Association has effective financial and treasury management 
controls and procedures, to achieve the right balance between costs and 
outcomes. The Association ensures security of assets, the proper use of public 
and private funds, and access to sufficient liquidity at all times. 
Standard 4.3: the governing body identifies risks that might prevent it from 
achieving the Association’s purpose and has effective strategies and systems for 
risk management and mitigation, internal control and audit. 
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The Regulator expects the Association to have robust procedures in place to 
minimise risk of any attempts at fraud from being successful. Any incidents of 
fraud will be confirmed to the Regulator through our Notifiable Events Policy. 
   
5. Notifiable Event 
 
It is likely that any suspected or actual fraud will be considered a Notifiable event 
to the Scottish Housing Register. All staff or Governing Board members have a 
responsibility to highlight any irregularities concerning fraud, loss or theft to the 
Chief Executive.  The Chief Executive will follow the Notifiable event policy in 
relation to reporting to the Governing Board and contacting the Scottish Housing 
Regulator of the incident, and the response. The Chief Executive will liaise with 
external and internal auditors as required should such an issue occur and discuss 
the Association’s response with them for reporting to Governing Board and the 
Regulator. 
 
5. Fraud Register 
 
The Association maintains a public register of all incidents of actual or attempted 
fraud, theft or loss of any kind. 
 
The Register will be updated as any incident occurs and will be reviewed by the 
Audit Sub-Group.  The Governing Board will receive an annual report on the 
details recorded in the Association’s register. 
 
All entries in the register will be made by the Chief Executive and must be signed 
and dated by the Association’s Secretary.  The Register is held in the 
Association’s safe. 
 
5.  Equal Opportunities 
 
The Association is committed to ensuring that there is equality of opportunity in 
all aspects of it business as both a landlord and an employer.  It is acknowledged 
that in society certain groups and individuals are unfairly discriminated against.  
Race, ethnic origin, nationality, colour, sex, marital status, civil partnership 
status, sexual orientation, religion or belief, age and disability are all seen as 
factors that should have no effect on access to fair and equal treatment. 
 
The Association is strongly opposed to any form of discrimination. 
 
6.   Policy Reviews 
 
This policy is subject to review by the Governing Board every three years, or 
earlier should changing practices or legislation dictate such. 


